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117TH CONGRESS 
1ST SESSION S. 2559 

To establish the National Deepfake and Digital Provenance Task Force, 

and for other purposes. 

IN THE SENATE OF THE UNITED STATES 

JULY 29, 2021 

Mr. PORTMAN (for himself and Mr. PETERS) introduced the following bill; 

which was read twice and referred to the Committee on Homeland Secu-

rity and Governmental Affairs 

A BILL 
To establish the National Deepfake and Digital Provenance 

Task Force, and for other purposes. 

Be it enacted by the Senate and House of Representa-1

tives of the United States of America in Congress assembled, 2

SECTION 1. SHORT TITLE. 3

This Act may be cited as the ‘‘Deepfake Task Force 4

Act’’. 5

SEC. 2. NATIONAL DEEPFAKE AND DIGITAL PROVENANCE 6

TASK FORCE. 7

(a) DEFINITIONS.—In this section: 8

(1) DIGITAL CONTENT FORGERY.—The term 9

‘‘digital content forgery’’ means the use of emerging 10
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technologies, including artificial intelligence and ma-1

chine learning techniques, to fabricate or manipulate 2

audio, visual, or text content with the intent to mis-3

lead. 4

(2) DIGITAL CONTENT PROVENANCE.—The 5

term ‘‘digital content provenance’’ means the 6

verifiable chronology of the origin and history of a 7

piece of digital content, such as an image, video, 8

audio recording, or electronic document. 9

(3) ELIGIBLE ENTITY.—The term ‘‘eligible enti-10

ty’’ means— 11

(A) a private sector or nonprofit organiza-12

tion; or 13

(B) an institution of higher education. 14

(4) INSTITUTION OF HIGHER EDUCATION.—The 15

term ‘‘institution of higher education’’ has the 16

meaning given the term in section 101 of the Higher 17

Education Act of 1965 (20 U.S.C. 1001). 18

(5) RELEVANT CONGRESSIONAL COMMIT-19

TEES.—The term ‘‘relevant congressional commit-20

tees’’ means— 21

(A) the Committee on Homeland Security 22

and Governmental Affairs of the Senate; and 23
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(B) the Committee on Homeland Security 1

and the Committee on Oversight and Reform of 2

the House of Representatives. 3

(6) SECRETARY.—The term ‘‘Secretary’’ means 4

the Secretary of Homeland Security. 5

(7) TASK FORCE.—The term ‘‘Task Force’’ 6

means the National Deepfake and Provenance Task 7

Force established under subsection (b)(1). 8

(b) ESTABLISHMENT OF TASK FORCE.— 9

(1) ESTABLISHMENT.—The Secretary, in co-10

ordination with the Director of the Office of Science 11

and Technology Policy, shall establish a task force, 12

to be known as ‘‘the National Deepfake Provenance 13

Task Force’’, to— 14

(A) investigate the feasibility of, and obsta-15

cles to, developing and deploying standards and 16

technologies for determining digital content 17

provenance; 18

(B) propose policy changes to reduce the 19

proliferation and impact of digital content for-20

geries, such as the adoption of digital content 21

provenance and technology standards; and 22

(C) serve as a formal mechanism for inter-23

agency coordination and information sharing to 24

facilitate the creation and implementation of a 25
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national strategy to address the growing threats 1

posed by digital content forgeries. 2

(2) MEMBERSHIP.— 3

(A) CO-CHAIRPERSONS.—The following 4

shall serve as co-chairpersons of the Task 5

Force: 6

(i) The Secretary or a designee of the 7

Secretary. 8

(ii) The Director of the Office of 9

Science and Technology Policy or a des-10

ignee of the Director. 11

(B) COMPOSITION.—The Task Force shall 12

be composed of 12 members, of whom— 13

(i) 4 shall be representatives from the 14

Federal Government, including the co- 15

chairpersons of the Task Force; 16

(ii) 4 shall be representatives from in-17

stitutions of higher education; and 18

(iii) 4 shall be representatives from 19

private or nonprofit organizations. 20

(C) APPOINTMENT.—Not later than 120 21

days after the date of enactment of this Act, 22

the co-chairpersons of the Task Force shall ap-23

point members to the Task Force in accordance 24

VerDate Sep 11 2014 23:32 Jul 29, 2021 Jkt 019200 PO 00000 Frm 00004 Fmt 6652 Sfmt 6201 E:\BILLS\S2559.IS S2559kj
oh

ns
on

 o
n 

D
S

K
79

L0
C

42
P

R
O

D
 w

ith
 B

IL
LS



5 

•S 2559 IS

with subparagraph (A) from among technical 1

experts in— 2

(i) artificial intelligence; 3

(ii) media manipulation; 4

(iii) digital forensics; 5

(iv) secure digital content and deliv-6

ery; 7

(v) cryptography; or 8

(vi) related subjects. 9

(D) TERM OF APPOINTMENT.—The term 10

of a member of the Task Force shall end on the 11

date described in subsection (g)(1). 12

(E) VACANCY.—Any vacancy occurring in 13

the membership of the Task Force shall be 14

filled in the same manner in which the original 15

appointment was made. 16

(F) EXPENSES FOR NON-FEDERAL MEM-17

BERS.—Members of the Task Force described 18

in clauses (ii) and (iii) of subparagraph (B) 19

shall be allowed travel expenses, including per 20

diem in lieu of subsistence, at rates authorized 21

for employees under subchapter I of chapter 57 22

of title 5, United States Code, while away from 23

their homes or regular places of business in the 24

performance of services for the Task Force. 25
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(c) COORDINATED PLAN.— 1

(1) IN GENERAL.—The Task Force shall de-2

velop a coordinated plan to— 3

(A) reduce the proliferation and impact of 4

digital content forgeries, including by exploring 5

how the adoption of a digital content prove-6

nance standard could assist with reducing the 7

proliferation of digital content forgeries; 8

(B) develop mechanisms for content cre-9

ators to— 10

(i) cryptographically certify the au-11

thenticity of original media and non-decep-12

tive manipulations; and 13

(ii) enable the public to validate the 14

authenticity of original media and non-de-15

ceptive manipulations to establish digital 16

content provenance; and 17

(C) increase the ability of internet compa-18

nies, journalists, watchdog organizations, other 19

relevant entities, and members of the public 20

to— 21

(i) meaningfully scrutinize and iden-22

tify potential digital content forgeries; and 23
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(ii) relay trust and information about 1

digital content provenance to content con-2

sumers. 3

(2) CONTENTS.—The plan required under para-4

graph (1) shall include the following: 5

(A) A Government-wide research and de-6

velopment agenda to— 7

(i) improve technologies and systems 8

to detect digital content forgeries; and 9

(ii) relay information about digital 10

content provenance to content consumers. 11

(B) An assessment of the feasibility of, 12

and obstacles to, the deployment of technologies 13

and systems to capture, preserve, and display 14

digital content provenance. 15

(C) An assessment of the feasibility of, and 16

challenges in, distinguishing between— 17

(i) benign or helpful alterations to 18

digital content; and 19

(ii) intentionally deceptive or obfus-20

cating alterations to digital content. 21

(D) A discussion of best practices, includ-22

ing any necessary standards, for the adoption 23

and effective use of technologies and systems to 24
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determine digital content provenance and detect 1

digital content forgeries. 2

(E) Conceptual proposals for necessary re-3

search projects and experiments to further de-4

velop successful technology to ascertain digital 5

content provenance. 6

(F) Proposed policy changes, including 7

changes in law, to— 8

(i) incentivize the adoption of tech-9

nologies, systems, open standards, or other 10

means to detect digital content forgeries 11

and determine digital content provenance; 12

and 13

(ii) reduce the incidence, proliferation, 14

and impact of digital content forgeries. 15

(G) Recommendations for models for pub-16

lic-private partnerships to fight disinformation 17

and reduce digital content forgeries, including 18

partnerships that support and collaborate on— 19

(i) industry practices and standards 20

for determining digital content provenance; 21

(ii) digital literacy education cam-22

paigns and user-friendly detection tools for 23

the public to reduce the proliferation and 24
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impact of disinformation and digital con-1

tent forgeries; 2

(iii) industry practices and standards 3

for documenting relevant research and 4

progress in machine learning; and 5

(iv) the means and methods for identi-6

fying and addressing the technical and fi-7

nancial infrastructure that supports the 8

proliferation of digital content forgeries, 9

such as inauthentic social media accounts 10

and bank accounts. 11

(H) An assessment of privacy and civil lib-12

erties requirements associated with efforts to 13

deploy technologies and systems to determine 14

digital content provenance or reduce the pro-15

liferation of digital content forgeries, including 16

statutory or other proposed policy changes. 17

(I) A determination of metrics to define 18

the success of— 19

(i) technologies or systems to detect 20

digital content forgeries; 21

(ii) technologies or systems to deter-22

mine digital content provenance; and 23
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(iii) other efforts to reduce the inci-1

dence, proliferation, and impact of digital 2

content forgeries. 3

(d) CONSULTATIONS.—In carrying out subsection (c), 4

the Task Force shall consult with the following: 5

(1) The Director of the National Science Foun-6

dation. 7

(2) The National Academies of Sciences, Engi-8

neering, and Medicine. 9

(3) The Director of the National Institute of 10

Standards and Technology. 11

(4) The Director of the Defense Advanced Re-12

search Projects Agency. 13

(5) The Director of the Intelligence Advanced 14

Research Projects Activity of the Office of the Direc-15

tor of National Intelligence. 16

(6) The Secretary of Energy. 17

(7) The Secretary of Defense. 18

(8) The Attorney General. 19

(9) The Secretary of State. 20

(10) The Federal Trade Commission. 21

(11) The United States Trade Representative. 22

(12) Representatives from private industry and 23

nonprofit organizations. 24
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(13) Representatives from institutions of higher 1

education. 2

(14) Such other individuals as the Task Force 3

considers appropriate. 4

(e) STAFF.— 5

(1) IN GENERAL.—Staff of the Task Force 6

shall be comprised of detailees with expertise in arti-7

ficial intelligence or related fields from— 8

(A) the Department of Homeland Security; 9

(B) the Office of Science and Technology 10

Policy; 11

(C) the National Institute of Standards 12

and Technology; or 13

(D) any other Federal agency the co-chair-14

persons of the Task Force consider appropriate 15

with the consent of the head of the Federal 16

agency. 17

(2) OTHER ASSISTANCE.— 18

(A) IN GENERAL.—The co-chairpersons of 19

the Task Force may enter into an agreement 20

with an eligible entity for the temporary assign-21

ment of employees of the eligible entity to the 22

Task Force in accordance with this paragraph. 23
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(B) APPLICATION OF ETHICS RULES.—An 1

employee of an eligible entity assigned to the 2

Task Force under subparagraph (A)— 3

(i) shall be considered a special Gov-4

ernment employee for the purpose of Fed-5

eral law, including— 6

(I) chapter 11 of title 18, United 7

States Code; and 8

(II) the Ethics in Government 9

Act of 1978 (5 U.S.C. App.); and 10

(ii) notwithstanding section 202(a) of 11

title 18, United States Code, may be as-12

signed to the Task Force for a period of 13

not more than 2 years. 14

(C) FINANCIAL LIABILITY.—An agreement 15

entered into with an eligible entity under sub-16

paragraph (A) shall require the eligible entity to 17

be responsible for any costs associated with the 18

assignment of an employee to the Task Force. 19

(D) TERMINATION.—The co-chairpersons 20

of the Task Force may terminate the assign-21

ment of an employee to the Task Force under 22

subparagraph (A) at any time and for any rea-23

son. 24

(f) TASK FORCE REPORTS.— 25
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(1) INTERIM REPORT.— 1

(A) IN GENERAL.—Not later than 1 year 2

after the date on which all of the appointments 3

have been made under subsection (b)(2)(C), the 4

Task Force shall submit to the President and 5

the relevant congressional committees an in-6

terim report containing the findings, conclu-7

sions, and recommendations of the Task Force. 8

(B) CONTENTS.—The report required 9

under subparagraph (A) shall include specific 10

recommendations for ways to reduce the pro-11

liferation and impact of digital content for-12

geries, including the deployment of technologies 13

and systems to determine digital content prove-14

nance. 15

(2) FINAL REPORT.—Not later than 180 days 16

after the date of the submission of the interim re-17

port under paragraph (1)(A), the Task Force shall 18

submit to the President and the relevant congres-19

sional committees a final report containing the find-20

ings, conclusions, and recommendations of the Task 21

Force, including the plan developed under subsection 22

(c). 23

(3) REQUIREMENTS.—With respect to each re-24

port submitted under this subsection— 25
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(A) the Task Force shall make the report 1

publicly available; and 2

(B) the report— 3

(i) shall be produced in an unclassi-4

fied form; and 5

(ii) may include a classified annex. 6

(g) TERMINATION.— 7

(1) IN GENERAL.—The Task Force shall termi-8

nate on the date that is 90 days after the date on 9

which the Task Force submits the final report under 10

subsection (f)(2). 11

(2) RECORDS.—Upon the termination of the 12

Task Force under paragraph (1), each record of the 13

Task Force shall become a record of the National 14

Archives and Records Administration. 15

Æ 

VerDate Sep 11 2014 23:32 Jul 29, 2021 Jkt 019200 PO 00000 Frm 00014 Fmt 6652 Sfmt 6301 E:\BILLS\S2559.IS S2559kj
oh

ns
on

 o
n 

D
S

K
79

L0
C

42
P

R
O

D
 w

ith
 B

IL
LS



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2021-07-30T20:12:53-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




